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® Why: To communicate.... Routine or emergency
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p ® Select “Packet Winl " and then

® First time — define settings to match your equipment configuration

® On the “Telnet Winlink Session” window, select “Start”
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T O * Select “Winmor Winlink”, “Adrop Winlink” or “Varc Winlink” and then “Open Session”

® First time — define settings to match your equipment configuration

® On the “Pactor Winlink Session” window, wait for the frequency not to be busy and select “Start”
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/BMS Express/NESBC/ TempTC5213_SendReply_Wiewer him

General Message (ICS 213)

1. Incident Name: Winfink Demo

MESSAGE - 1CS-213 e e

3. From (Name/Position): San Benito County EOC

4. Subject: Winlink for Emcom Communications 5. Dabe: 2000-07-18 6. Time: 1426

T. Message:
Hedio wiorid

B. Approved by: HT

. Reply:
received and undersiood - Q5L

'Will wish everyone well!
10. Replied By: Tim Position | Diate / Time: THE2020 14:44

77162020, 1504



REPORT — ICS-309

DATE PREPARE TMB20
comomonn [ [

OPERATIONAL PERIOD # 0711652020 TASK NAME: Test
RADID OPERATOR NAME: T. Takeuchi STATION LD. NESBC

| e [FROM | TO | 0020202022 suesecr 0000000
| 07/1520 00:18[SERVICE [N6SBC__ [Password Recovery Address ChangeMoffication

5020 00:2 13-Test Demo-Dema - TM5/2020 00-20
00:24 Re: 213-Tast Dema-Dama - TH5/2020 00:20

ORNIA [CESN Winlink Check In-San Berito County

Testing 1-2-3

Test from the Intemet

Re: Test from the Infemet

213-Winlink Demo-Winlink for Emcom Gommunications - 2020-07-16 14:26

Re: 213-Winiink Demo-Winiink for Emcom Communications - 2020-07-16 14:26

g
=
b
[¥]

H
B

:
:

=2 E=2 =R B=}
S HEE
ggag
H B E

:

§

HEEIE
HHHH

2
8
B
&
&
@
=]

NESBC |
WETST |
[N6SBC |
NBSBC |
WETST |
NBSBC |
[N6SBC |
[WETST _
[
[
[
[
[
[ |
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

2
a
|
g
z







Y
i any

vl
Al

memzi2  tsrao

7315 144

ru.
‘ ranu e B
i |

14

EVEL METER g
-y, . onn
>y
| . MEiL Parametric Receive Audio System
Rx=14 3Sso0 Tx=147.91500 i
N6SBC Park Hill G@m@
5 e

T * Serial to USB Connec N U
P —— . . Ji EEeO

f i



SOFTWARE OPTIONS

®* Winlink - $24

®* VARA HF - $69 (full speed)

® Reduced demo speed

Amateur Radio Safety Foundation, Inc.

() ‘é
/ i

Safety Foundation

Winlink Express Registration

Registration

Registration of Winlink Express does not involve licensing. See the help article “License” in the program for information on your license to
use Winlink Express. Further details about registration are provided in the help article.

Registration is voluntary and not necessary to use the program. Registration requires that you purchase a digital key to be applied to your
program. Your registration key purchase supports all Amateur Radio Safety Foundation projects, the ongoing operations of the Winlink
system, and the continuing development of new programs, radio modes, enhancements, and better performance. Key purchases are not
considered a tax-deductible “donation” by the US IRS.

Registration keys are unique to callsigns and may not be transferred. However, if you change a registered callsign, you can request a new
key at no further cost. Registration keys never expire.

The registration fee is $24 per callsign, up to 17 callsigns. Multiple callsigns may be registered by individuals or agencies in one transaction.
If you require more than 17 registrations, please contact kdcjx@winlink.org for details and bulk pricing.

Please enter your name and one or more callsigns below (being sure to enter callsigns correctly). Then, press the "Register Using PayPal”
button to be transferred to the PayPal secure web site where you provide payment using your PayPal account or any major credit card
(no PayPal account required). You will immediately be sent your registration key to the email address you provide in your transaction. Your
key can also be found on your account page at https://winlink.org for easy copy/paste into your program.

Consult the program help for details on how to apply the key to your program. Once the key is applied, registration reminders from the
program will be disabled.

If you have problems obtaining your registration key send a message with your transaction ID and details to winlink@:

Name

Callsigns
(one per line)

Register Using PayPal

" Demo >>>> This software is currently running in FREE TRIAL mode <<<<

Following is the restriction of Free Trial version:

1. Net Rate is limited to 175 bps

Following are the benefits of a registered user:

1. VARA full, Net Rate unlimited

Continue to Evalu

Technical support: EASHVK, nietoros@hotmail.com




®* You can use Wir 1d bypass all local failing

P- infrastructure.




The Winlink
Radio e-Mail Network

E-mail wit the Internet

IRFERCCNNECT

_BREAKING NEWS 4

LN\J POWER OUTAGE HITS N ETROIT 2%
OOOOOOOOOOOOOOOOOOOO =

EDSFCOES‘-{Z‘R’ I’E‘*.- ROOPS LANDED A




What is Winlink

e Worldwide system for sending/receiving e-mail via radio

* Provides e-mail from almost anywhere in the world.
e Mature, well-tested and full featured system.

e Adopted for contingency communication by manyfederal,
state and county governmentagencies

e Used by the National Guard (14 units in Tennessee)

e Used by infrastructure-critical NGOs such asInternational

& American Red Cross, Southern Baptist Disaster Relief,
DHS Tiered AT&T Disaster Response & Recovery, FedEx,
Bridgestone Emergency Response Team, etc.

Amateur Radio Safety Foundation, Inc.
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Disaster Assessment Picture — Kentucky Ice Storm

Kentucky Ice Storm 2009

Cell, Land-line or Fax? NO!

- Air Card? NO!

-Public Safety, Mutual Aid? NO!
- Satellite/Microwave? NO!

-Winlink Radio E-Mail?
Yes! Mobile from a TEMA vehicle.

s picture was one of several
MA mobile through the
-adio email system



~ Winlink System C
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omponents

Hierarchal levels of the Winlink system:

1.

Client system — Radio, computer with Winlink software,
TNC (or sound card) and you, the end-user!

Radio Message Server (RMS) - Radio gateway between
the client (end-user) and the Winlinksystem backbone.

Common Message Servers (CMS) - Winlink backbone.




SE USA E Canada Europe Australia

o CMS gumm [S[H[m) B0

= Common Message Servers (CMS)

e RMS
(gateway)

-_[ Remote Mess age Servers {RMS
\\ \ N N

e (Client
Sty

Amateur Radio Safety Foundation, Inc.
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Winlink Connection Modes

e HF Pactor - Fast but expensive - $1,500.
e HF WINMOR - “Poor man’s Pactor”. $100 or $o.
e VHF/UHF Packet - 9600 baud, $400. 1200, $100.

* Telnet — Non-radio connection through the Internet.
Good for training or if noradio.

e Iridium GO! - Satellite phoneconnection.
e MESH network to Winlink “Post Office” (RMS Relay).
* Telnet peer-to-peer between to Expressusers.

Amateur Radio Safety Foundation, Inc.



Winlink Express E-mail Client Program

Multiple
call signs

In-box,
Out-box,
etc.

Personal

message
folders

Contacts
address
book

H Files  Message

d B

Read ltems

| Qutbox

Sent ltems
Saved ltems
Deleted tems

Drafts

Standard

WAPHS

Attachments  Move To:

d 3>
Size Source Sender

. 3 3 KIKY
2012/05/07 09:05 | FY7X132L3VK

2012/05/07 08:40 KMG4HKGPJ35M 1585  SMTP SMTP phil@phils...

age ID: FMG4HEK6PJ3SM
2012/05/07 08 0
From: phil@philsherrod.com
To: W4PHS
Source: SMTIP
Subject: Message with attachment

= NextPart 001_0354 01CD2CO3.15A855D0
Content-Type: /plain;
chars "Us CcIiIi"
Content-Transfer-Encoding: 7hit

This message has an attachment.

Amateur Radio Safety Foundation, Inc.

W4APHS

Multiple
modes
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H_f(_i_omposing a Message in Win_l_iﬁ_l_<_l5<_p_r_ess

=% RMS Express 1

Click to

start a ' > »
Enter a new message
message

Close  Select Template  Attachments

Read ltems
Dutbox

Sent tems
Saved ltems
Deleted ltems
Drafts

from

[R1RAATRAIN Gt Att net

Amateur Radio Safety Foundation, Inc.

Post to Outbox

Phil.

Save in Drafts Folder

Spell Check
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Message Receipt Acknowledgements

* Positiveacknowledgment that message was received
e Information about message filled inautomatically

& Winlink Message " Peerto-Peer Message

[message acknowledgement]
The following message wWa

Subject: S/mars/test
Sender: kd4cix@comcast.net
To: W4PHS
REeceived: 2011/0%/13 15:12
ge—-ID: VEMWNNWEEYEIY
attachment=s: O

Amateur Radio Safety Foundation, Inc.



anerate [ _ommunication Log

Generate an 1CS-309 Communication Log as a pdf File ™" : ERDRIC T

Selec] Message Malboxes
] ibex  [] Outbox [ ] Drafte ] Personal 1
E] Read  [+] Sem [ Deleted
= d

[] Personal 2

Meszage Date Range

(] Limit start date time: [2 [ 815 || (Local tme)

|:| Limit end dateAime 7 2 | : 3 + (Local trme)

separate entry for each recipeent
Combine recipients imo a single entry

Task 1D .'"J'IFI'IFI": Tranins

Task Mame

Operstional perod :Tr.:lil'lng period
reratar name: :F‘hi

Station 1D: [wapHS
Chutput peff file:

Generate IC5-305
Ve rerwks' el
¥ L;|;r - aflerrd

Amateur Radio Safety Foundation, Inc.
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pping/Resizing

Built-in Picture Cro

L= Edit Statue of Liberty.jpg

Save Cancel Crop Resize Rotateleft Rotateright Restore original
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Position: (283,154} Image size: 1242 x 846 = 1050732 Fle size kb): 1275




"f\_/_\/inlink Express RMS

:::: HF Channel Selectar

Exit  Select

Callzign

NCS504
NCS509
NCS511
NCS509

Update Table Via Internet

Frequency

(kHz)

3348 500

4937.000
5155.000
3350.500

5295.500

Mode

P4, P3

P4, P3

P4, P3

P4, P3

P4, P3 EM6

P4, P3 EM36KH

P4, P3 EM57MO

P4, P3 EMS5MO

P4, P3 EMB5UH

P4, P3 EM55MO

P4, P3 EM75MW

P4, P3 EM57QB

P4, P3 EM57MO

P4, P3 EME5UH
EM75MW

Amateur Radio Safety Foundation, Inc.

Update Table Via Radic

Group

SHARES12

SHARES
SHARES

SHARES1Z...
SHARES1Z..
SHARES12..
SHARES1Z...
SHARES1Z...
SHARES1Z..

SHARES12

SHARES1Z.
SHARES12.

SHARES 12
SHARES 12

SHARES12...

Forecast

\—‘—“——i———\——___
Channel List

Bearing
(Degrees)

042
042
042
042
042

314

257

Reliability | CGuality
Estimate

S 08D EL|EE|L|E|EE

n
Pl

Estimate of
Signal Path
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Amateur Radio Safety Foundation, Inc.
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ber-Pearl Harbor” Attack

——

| Concern About “Cy

e “The most destructive possibilities, Mr. Panetta said,
involve ‘cyber-actors launching several attacks on our
critical infrastructure at one time, in combination with
a physical attack. He described the collective result as
a ‘cyber-Pearl Harbor that would cause physical
destruction and the loss of life, an attack that would
paralyze and shock the nation and create a profound
new sense of vulnerability.”

The New York Times, October 11, 2012

Amateur Radio Safety Foundation, Inc.
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Growing Threat to USA Infrastructure

* “WASHINGTON — The Obama administration has
warned the nation’s power companies, water suppliers
and transportation networks that sophisticated
cyberattack techniques used to bring down part of
Ukraine’s power grid two months ago could easily be

)

turned on them.” New York Times, Feb. 29, 2016

* Powergrid threats and vulnerabilities extensively
researched in Ted Koppel's book Lights Out.

e Cyber-attacks can be devastating, and theyare much
easier to launch than physicalattacks.

Amateur Radio Safety Foundation, Inc.
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Radio-Only Winlink Network (No Internet)

Amateur Radio Safety Foundation, Inc.



~ Winlink Peer-To-Peer Radio-Only Operation

® Peer-to-peer: direct radio connection betweenend-users
® The Internet is not used, all communication by radio.

* Only the two client stations are involved.

e 100% error-free transmission and fileattachments.

L.
-l. .q
- —
e
- |I
I|
Lo—

Amateur Radio Safety Foundation, Inc.




T 0 ® Move to VHF /Ut our license allows



Vara — that

B |
‘ e -

T
. A

T O * Don’t read standards, pro lities or tecl niques as static and check the

dates of the material you read.




fé-Currie.pdf

120 '6.pdf
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Winlink for Em
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How To Send/Receive Emails Over Ham Radio Using IC-7300 And Winlink: https://www.youtube.com/watch2v=ijxkjvgkOyw

VARA HF, Email Over Ham Radio, Winlink Express Tutorial, Military Grade!! https: //www.youtube.com /watch2v=SegKxnJSmiM
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® http://sbcara.org/ winlink001
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